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SECURITY IN BUSINESSES 
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SOLVING SECURITY CHALLENGES WITH ORACLE 9I ADVANCED 
SECURITY 
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DATA/COMMUNICATION PRIVACY 
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Network Encryption 
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Advanced Encryption Standard  is 

supported in Oracle 9i Advanced 

Security Release 2. 

�

Oracle Advanced Security can be 

deployed in Oracle’s Real 

Application Clusters.   
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How about encryption in a web based, 3-tier environment? 
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Data Integrity  
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STRONG AUTHENTICATION 
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Oracle 9i Advanced Security’s native 

encryption capabilities can provide 

end-to-end security at a substantially 

lower cost   

�

Oracle Advanced Security provides 

strong authentication - a means of 

establishing and verifying the 

identity of the user - using  industry 

standards including Kerberos,  

Smart cards,  RADIUS, DCE and 

Digital Certificates.    

�
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Kerberos  
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How it works 
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Oracle 9i Advanced Security’s 

kerberos adapter interoperates with 

MIT  KDC, Cybersafe Trust Broker 

and MSKDC   

�

Step 1: Users
login to Kerberos or
CyberSafe Server

ASO

Kerberos
Server

Kerberos Server

Step 2: User has access to selected databases in
the environment without providing a username and
password.

RDBMS proxies user
authentication

ASO

ASO

ASO

ASO

�
���������
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RADIUS (Remote Dial-in User Service)  
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How it works 
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Oracle 9i Advanced Security Release 

2 supports external RADIUS 

authorizations   
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Smart Card / Token Card / Biometric support 
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Public Key Infrastructure   
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ASO

User enters username and/or
pincode and token card

information

RADIUS ServerOracle proxies authentication
to a RADIUS Server

ASO
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Secure Sockets Layer (SSL) 
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Hardware Acceleration Support 
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Secure Storage of Private Keys and Certificates 
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Oracle 9i Advanced Security has 

SSL support since Oracle Release 8i. 

New in Oracle 9i Release 2 is 

hardware acceleration support.   

�



White Paper Title          Page 10 

	����+
�=��+���
+��	������8�����+,�&=��=�����)�'��++�	�*��������=��&�������+�
�		���'������)�'�����	�*����)�++&'�	�8'����1=����+��
����������)����,�
+��+,��������
	���*�+�+,���	"'������������������!�����'����=���)������)��������=����������+����'��
.
+��)'++�++���&��������=�+�����	������+�����
+�	��'��
�=����������=��
+����'�
.
���)���+��
���+�+
�=��+�	����+��
��+���	��))������'��+��
��+���=��
+���.
+��
��.�.*���'����'���)�++&'�	,�&=��=��+�
+�	��'�
��'�(�=���&��������

Oracle Wallet Manager 
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ENTERPRISE USER SECURITY 
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Oracle Wallet can store multiple 

certificates and is portable across 

Operating Systems  

�

Enterprise users are stored and 

centrally  managed in an LDAP-

compliant Oracle Internet Directory  
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Enterprise User Security in 9i 
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User Migration Utility assists in 

migrating database users to Oracle 

Internet Directory as password-

authenticated enterprise users. 
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Fig 1 : Enterprise User Security in 9i 
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Oracle Net/ SSL
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Oracle Net
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their passwords and roles
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browser

W = Wallet

W

Oracle Data
Server
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Oracle Data
Server

All three models can work with a middle
tier server with Proxy Authentication

9i client

8i or 9i client
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Enterprise User Security 

extends to three-tier 

environments in Oracle 9i 

release.  

�

Enterprise Users can be 

configured to be SSO users. 

VPD policies can be applied to 

these users and they can be 

audited as well.  

�
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Enterprise User Security concepts 

Database Users vs. Enterprise Users 
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Enterprise Roles 
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Enterprise Users  are given 

privileges via Enterprise Roles  
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Global Roles 
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Shared Schema  
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Global Roles allow  you to 

group various object privileges 

to allow easy  assignment to 

enterprise roles 

�

Implementing shared schema is 

the key to lower your user 

administration costs 
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All users are mapped the shared schema

Enterprise Role OE_MGR

Enterprise Role HR_ASST

Enterprise Role HR_MGR

HR_SCHEMA
may be a local schema

OE_SCHEMA 
may be a local schema

select privileges on Salary column

update privileges on Salary column

APP_GUEST shared
 schema for connecting 
to the database
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Fig2 : Enterprise Users using Shared Schema 
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Current User Database Link 
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Keeping User Management simple 
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CONCLUSION 
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Network Encryption, Strong authentication 

and Enterprise User Security are all 

available with Oracle 9i Advanced Security. 
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